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R
internet exploration.
This could make it
easier to share both
positive and negative
experiences in the

future.

INTERNET SAFETY TIPS
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- — Discuss when and for
how long it is

e e GO et

acceptable for your child
to use the internet

— Agree how to treat
personal information
(name, address,
telephone, email)

— Discuss how to
behave towards others

— Agree what type of
sites and activities are
OK or not OK

— Follow the rules
yourself! Or at least
explain why the rules
are different for adults.

2

-

like Facebook should be
encouraged to be
selective about what
personal information

and photos they post to
online spaces.
Regardless of privacy
settings, once material is
online you can no longer
control who sees it or
how it is used.

social networking sites

for safety and to avoid
unpleasant experiences,
it is important that
children do not meet
strangers they have met
online without being
accompanied by

an adult you trust. In
any case, the child
should always have their
parents’ approval first.
In addition, it is also a
good idea to have a fail-
safe plan in place such
as calling them shortly
after the meeting begins
so that they

can bail out if they feel
uncomfortable.

information found online
is correct, accurate or
relevant. Show your
child how to check
information they find by
comparing it to
alternative sources on
the same topic. Show
them trusted sites they
can use to compare
information.




HOW WE MONITOR YOUR CHILDS IPAD
IN SCHOOL

remediation.

Jamf School Student gives students restricted
permissions over their own devices, allowing them to
focus on their education without being distracted by unauthorised apps.

With the Jamf School Student app, students can manage their own iPad devices.
They can install apps approved by the school and use documents stored in their
personal iCloud drive.



MDM installed by the school does not allow your son/daughter to download any apps all educational apps
are installed prior to students receiving their device. When students are using the school wifi certain
websites are restricted for their protection. It is very important to monitor what your son/daughter searches

and accesses while using internet/wifi outside of school.

You can manually view internet history of their iPads and keep a strict check on the kinds of websites they

visit.

Open Safari on

your Childs iPad

Click on the book icon

Q Search History

This Evening

Google Sites: Sign-in
accounts.google.com/si...ion=forward&TL=AM3QA

Google Sites: Sign-in
accounts.google.com/S...n&flowEntry=AddSessif

Google Sites: Sign-in

accounts.google.com/S...&flowEntry=ServiceLogin

Google Sites: Sign-in

accounts.google.com/S...https://sites.google.com/

Google Sites
sites.google.com/d/1dG...-/edit?pli=1&authuser=5

https://sites.google.com/u/5/d/1dG...

sites.google.com/u/5/d/...-/edit?pli=1&authuser=5

& accounts.google.com i m

B3 Google Sites... MyCJFallon

Google
Hi iPads

@ ipads@marinocollege.ie v

Enter your password

[ Show password

Forgot password?

how to make grass with fondant - G...

google.ie/search?q=ho...client=safari&safe=active

Saturday Morning

How to make a Giraffe using fonda...
outube.com/watch?v=UUWLMmipX*

English (United States) v

Click the clear button on the
bottom of this drop down menu

to clear the internet search
history

F

MyCJFallon

Click on the clock symbol- this will
provide you with the days and dates
sites were accessed.

Safari's browsing history should
now be displayed on your iPad
screen. Notice in the example that
sites visited earlier today, such as
About Computing & Technology, are
displayed individually. Sites that
were visited on previous days are
separated into sub-menus. To view
a particular day's browsing history,
simply select the appropriate date
from the menu.When a specific
entry in the iPad's browsing history
is selected, the Safari browser
immediately takes you to that
particular Web page.



iPads have a function to enable the school and/or parents to place individual restrictions on
their son/daughters device. This can be done by utilising Screen time. Screen Time enables
you as a parent/guardian to set restrictions on content and time limits on general use and
specific apps.

Here's why you might want to enable screen time:
Lets you block websites/chatrooms and enforce screen time limits for apps.
Lets you control your son/daughters contacts.
Gives you an idea of how your son/daughters is using the iPad on open wifi.
Stops them from making changes to the settings.

Tap settings

Tap Screen Time.

Tap "This is My Child's iPad."

Follow the prompts and then create a pass code.
This code is different from the one you use to unlock your iPad. Instead, it's a code
you set so your son/daughter can’t change the settings. You will be asked to enter
an apple id to help you to reset your screen time passcode. You do not have to
enter an apple id however, if you don not and forgets your passcode there is no
way to reset it.If you choose this option please write down the passcode and keep
it in a safe place. Remember don't share it with your son/daughter.

Settings

Update Apple ID Settings o

Software Update Will Be Auto... o

Airplane Mode

Wi-Fi Net1_Infinity_10198

a Bluetooth on 20:

Notifications

Sounds

Do Not Disturb

b

@ General

8 Control Centre
Display & Brightness

n Home Screen & Dock




Set up Downtime. Down time enables you as a parent to stop device use during a set block
of time.Downtime is best used for a regular span of time, but you can adjust that chunk of
time on various days. It's probably most easily applied to bedtime.

Settings Screen Time Downtime

Update Apple ID Settings o

Tap Downtime.
Set a start and end time. Your son/

daughter will get a reminder five minute
before Downtime starts.

Tuesday 22:00-07:00

Toggle on Block at Downtime.
Sounds Thursday 22:00-07:00

Do Not Disturb R
Friday 22:00-07:00

Saturday 22:00-07:00
B AL

@ General

8 Control Centre

Software Update Will Be Auto... o

Customise Days v

'Y\ Display & Brightness

You can set daily limits for app categories with App Limits.

How to set up App Limits

1.Tap app Limits

2.Tap add limit

3.Select what apps you want to put a time limit on

4. Input the amount of time and the days you want an app limit to be in place and tap Add.
5. To change or delete an app limit simply tap on the limit.

Settings < Screen Time App Limits

Update Apple ID Settings . "
Update Apple ID Settings < Choose Apps Social reset every day at midnight.
Cancel Choose Apps res

Software Update Will Be Auto...

Software Update Will Be AUtO... \josT USED APPS, CATEGORIES AND WEBSITES ] Time 9 hrs, Every Day

l = All Apps & Categories
Airplane Mode 0 ©, Social ; 58
=) e i | = i-Fi ini 8 59
Wi-Fi Net1_Infini ° i' Faeehook . Wi-Fi Net1_Infini o

| hours
Bluetooth @ @ Messenger Bluetooth 0
. o com.apple.facetime I "

®] Notifications
0 Messages .

LD] Sounds Customise Days
. . 0 @ Instagram Sounds ) |

Do Not Disturb ¢ Games Do Not Disturb

Device: led. A noti
R Screen Time .
i Screen Time .
I Entertainment X Block at End o
@ @ Creativity Turn on to block the app when the limit expires.
General

Control Centre

Airplane Mode

Notifications

— #  Productivity & Finance Eg General CATEGORIES, APPS AND WEBSITES

®) _Fducation Control Centre ©, Social
Display & Brightness D
/YN Display & Brightness




Control who your son/daughter can communicate with — throughout the day and during
downtime. These limits apply to Phone, FaceTime, Messages, and iCloud contacts.

HOW to Set up App L|m|tS < Communication Limits During Screen Time
1. Tap Communication Limits

Limits apply to Phone, FaceTime, Messages and iCloud contacts. Communication to known emergency

2 . Se I eCt : D u ri ng Scree n ti m e, Or . D u ri n g numbers identified by your network provider is always allowed.
Downtime’ this will allow you to restrict and ALLOWED COMMUNICATION
specify contacts Contacts Only

Contacts & Groups with at Least One Contact

Everyone

Allow one-to-one and group conversations only with people in your contacts.

Communication Limits During Downtime
Limits apply to Phone, FaceTime, Messages and iCloud contacts. Communication to known emergency
numbers identified by your network provider is always allowed.

ALLOWED COMMUNICATION

Specific Contacts

Everyone v

During downtime, allow one-to-one and group conversations with anyone, including unknown numbers.

You might want to access certain apps, even if it's downtime or if you set the All Apps &
Categories app limit. Phone, Messages, FaceTime, and Maps are always allowed by default,
but you can remove them if you want

Settings < Screen Time Always Allowed

How to set up ‘Always allowed’ -

Update Apple ID Settings o

¢ ] ALLOWED CONTACTS
1. Tap ‘Always Allowed
:

iCloud contacts.

2. Se|eCt appS to be ‘ AlWayS a”owed, by Software Update Will Be Auto... @) Contacts Everyone
tapping the green icon and remove

app limit.

apps from the selection by clicking the WeR et i oo
red icon. Bluetooth On e CJFallonReader
@ B Classroom

e a Docs

@ & Drive

Notifications

D) Sounds

Do Not Disturb

] CHOOSE APPS:
R Screen Time

° Adobe Draw
@ General (+) App Store
Control Centre (+] m Apple Books

'V Display & Brightness ° 8 Apple Store

= m
88 Home Screen & Dock O Apple TV




The MDM installed and monitored by the school does not allow students to download social
media or gaming apps..The only way your son/daughter can access social media or gaming
apps is via Safari using an unrestricted wifi connection.

\

You decide the type of content that appears on your device. Block inappropriate content,
purchases, and downloads, and set your privacy settings with Content & Privacy settings.

< Screen Time Content & Privacy Restrictions
Content & Privacy Restrictions

iTunes & App Store Purchases
Allowed Apps

Content Restrictions

PRIVACY

Location Services
Contacts

Calendars
Reminders

Photos

Share My Location
Bluetooth Sharing
Microphone
Speech Recognition

Advertising

Content & Privacy Restrictic s Allowed Apps

Mail
* Safari
' Camera

Siri & Dictation
AirDrop
@ CarPlay




Content & Privacy Restricti .15 Content Restrictions

ALLOWED STORE CONTENT

Ratings For Ireland
Music, Podcasts & News Explicit
Music Videos

Music Profiles

Movies Allow All Movies
TV Shows Allow All TV Shows
Books Explicit

Apps Allow All Apps

App Clips

iIOS can automatically filter website content and limit  [E_—_—
access to adult content on the Internet and apps on g antent Unrestroted Accees
your device. You can also add specific websites to
an approved or blocked list, or you can limit access b Search Contont
to only approved websites. Explct Language
How to restrict web content:

Go to Settings > Screen Time.

Tap Content & Privacy Restrictions

Tap Content Restrictions, then tap WebContent.

Choose Unrestricted Access, Limit Adult Websites, or Allowed Websites Only.

SIRI

< Content Restrictions Web Content

WER T ONTENT

Jnrestricted Access
Limit Adult Websites

Allowed Websites Only

Liniaccess to many adulta “Usites automatically. Specific allowed and restricted websites can be
added i

ALWAYS ALLOW:

Add Website

NEVER ALLOW:

Add Website

{_Content & Privacy Restrictic > Content Restrictions

App Clips

WEB CONTENT

Web Content Limit Adult Websites

This allows you to restrict who your son/daughter interacts N

with when playing online games.

To restrict Game Center features:
Go to Settings and tap Screen Time.
Tap Content & Privacy Restrictions, then tap Content S
Restrictions.

Scroll down to Game Centre, then choose your
- Profile Privacy Changes Allow
settings.

Avatar & Nickname Changes Allow
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create tricky situations that even parents/guardians might find difficult.

No.1

Ask your son/
daughter about
what social
networking
services they use.
Ask if you can see
their profile. Don’t
be surprised if your
child is reluctant to
show you

— children can see
social networking
as a parent- free
zone where they
communicate with
friends.

No.2

Sometimes a
teenager won't tell
a parent about

a bad experience
they have had
online because
they fear that you
might deal with the
problem by
keeping them off
their favourite
social networking
services. However,
if they feel they
can talk about their
online habits with
you, without
judgement, or the
threat of being
disconnected, it
will lead to more
honesty in the long
run.

No.3

Ask your son/
daughter what
privacy settings
they have set up
on their profiles.
Encourage them if
they are ‘public’,
to amend the
setting to ‘private’
so that only
friends can see
what they post

No4

It’s a good idea
too to talk about
your child’s
friends list.
‘Friends’ is the
catch all term for
any contacts on
social networking
sites. Sometimes,
in their desire for
popularity,
teenagers become
too relaxed about
who they’ll accept
as ‘friends’.
Teenagers should
review their list of
online ‘friends’
regularly, so they
are sharing their
information only
with people they
trust.

No.S

Be sure to put
emphasis on the
fact that they
should NOT reply
to any unwanted
or unsolicited
messages. Scam
artists or predators
use messages to
draw responses
from young people
and then target
them.

pressure to fit in’ and/or ‘be popular’ can be intense. Romance, group chats and bullying can

No.5

Ask your child
about

what they think is
okay

to post/share
online. It’s

a good idea to give
some guidelines
about what to
avoid discussing or
sharing online.
Some children may
not understand
how quickly
content can be
shared online, it
may be helpful

to explain that
even by deleting a
post or photo it
may still be too
late, and the
content may have
already been
shared.
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CYBERBULLYING

WHAT IS CYBERBULLYING 2

The most common places where cyherbullying occurs are:

cyb

erbullying leaves a digital footprint — a record that can prove useful
to help stop the abuse.

WHAT IF MY CHILD IS BEING BULLIED ONLINE?

Praise your child for coming
to speak to you about the
problem. Sometimes that

first step of asking for help is :

a difficult one. Try to stay
calm and not overreact. The
first thing to do is to listen.
Listen supportively, try not to
interrogate your child. If they
come to you looking for help,
they have demonstrated
trust in you.

[ ]

°

[ ]

» Be careful not to damage

* that by losing your cool or
¢ taking action that they are
uncomfortable with. At the
. same time you should make
» it Cclear that in order to help
« them you may have to talk
* with their teachers and the
® parents of other children

¢ involved.

» Once you have established
* that bullying is taking place,
¢ you should get in touch with
* your child’s school or youth
, organisation. If the

» Cyberbullying is very

« serious, or potentially

* criminal, you could contact

® your local Gardai.

» Schools have a particular

* responsibility to address

“ bullying. Talk with your

: child’s teacher if the bullying

. Is school related. A pupil or

» parent may bring a bullying

» concern

* to any teacher in the school.

¢ The school will take
approprlate measures
regardlng reports of bullying
» behaviour in accordance

« with the school’s anti-

* bullying policy. All schools

* have an ‘Anti-Bullying’ policy.

° You should familiarise

: yourself with Marino

. Colleges policy, so you know

«» the steps to be taken if

* required.



WHAT ADVYICE SHOULD [ GIVE MY CHILD?

- advice parents/guardians can offer their son/daughteristo =~ before they

post. Encourage your son/daughter to: Ask themselves...
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ONLINE CHILD PORNOGRAPHY
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"'. they are asked to send
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sent they have no

. consequences they

* could face for sending © images of themselves. e control over what ¢ online and how * certain ways. You can
* or forwarding nudes. ° " happens the image. ~ ” harmful sharing  rehearse different
« Make sure they » Intimate images of » scenarios with them to

¢ understand that taking,
* possessing or sending
. sexting images can be
» a criminal offence. It

* can also result in

. sanctions at school.

* others can be. Explain ¢ help them be

: that it is a violation of : comfortable with

. trust and can result in , saying no.

* serious harm to the
® person in the picture.




STEP2 STEP3 STEP4
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- celseoronanyother ©potentially criminal  °© within the network/app* e N A A S A
sites/services. ¢ activity and should be ° settings although it
° [ ] . .
, reported to the , varies across social
. Gardai. « networks and apps.

[ ]

« If possible, keep any
« evidence of where the
* image has been

¢ shared and who has

° shared it.

This can be a stressful, upsetting time; it may be helpful for your child to talk to a professional or
school guidance counsellor about what has happened.



WHERE TO FIND HELP
INTERNET SAFETY

HOTLINE.IE

The hotline.i | |
e hotline.ie service provides an
anonymous facility for the public to
report suspected illegal content

=
- encountered on the internet. ]
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Get in touch: hotline.ie — 1890

Get in touch: gov.ie/en/campaigns/he-safe-online






